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UTILITY CUSTOMER INFORMATION CONFIDENTIALITY AGREEMENT 
(Individual Version) 

 
(A stand-alone agreement to be signed by any Energy Trust employee or employee of a company 
contracted with Energy Trust who may be granted access to confidential utility customer information 
provided to Energy Trust by its funding utilities.) 

 
Your role as an Energy Trust employee, or the employee of a company contracted with Energy Trust 
creates a relationship of trust and confidence with respect to Energy Trust's information. You will 
likely have access to confidential and proprietary business information relating to the Energy Trust, 
the utilities it works with, and the participants in its programs.  As a result of this relationship of trust 
and confidence, and the sensitive and confidential nature of information to which you may have 
access, Energy Trust requires that you read and sign this Individual Confidentiality and 
Nondisclosure Agreement. 

I understand, acknowledge and agree that:  

1. Definition of Confidential Information. Utilities provide Energy Trust with information about 
their energy customers pursuant to rules of the Oregon Public Utility Commission. Energy 
Trust and its contractors also acquire information directly from individuals and firms that 
participate in Energy Trust programs. Insofar as information from either source refers to 
utility customers or program participants by name, address, meter number, or other 
individually identifiable characteristics, it is “Confidential Information” and governed by the 
terms of this Individual Confidentiality and Nondisclosure Agreement. Confidential 
Information does not have to be in writing nor does it have to be labeled as "confidential" or 
"proprietary" or otherwise in order to be considered as Confidential Information. 

2. Obligation of Nondisclosure.  I will use all of Energy Trust's Confidential Information solely 
for the purpose of performing the services Energy Trust has retained me to perform.  I will 
not disclose any Confidential Information, directly or indirectly, under any circumstances or 
by any means, to any person who does not meet the criteria described in the “Permitted 
Disclosure” paragraph, below. 

3. Permitted Disclosure.  Confidential Information may be disclosed only to (1) a party bound 
by a confidentiality and nondisclosure agreement with Energy Trust; (2) on a “need to know” 
basis; (3) who are authorized by Energy Trust’s Legal Department. Persons satisfying these 
criteria are known as “authorized persons”. If I disclose any Confidential Information to an 
authorized person, I understand, acknowledge and agree that it will be my sole responsibility 
to (1) clearly direct such person to treat such information as confidential in accordance with 
the person’s confidentiality agreement with Energy Trust, (2) document the disclosure in a 
writing that identifies the information disclosed and the person to whom it was disclosed, and 
(3) provide such writing to Energy Trust’s Legal Department. 

4. Protection and Nonuse.  I will exercise the highest degree of care in safeguarding and 
protecting the Confidential Information against loss, theft, or other inadvertent disclosure and 
will take all reasonable precautions to protect the confidentiality of Confidential Information.  I 
will not copy, transmit, reproduce, summarize, quote or make any commercial or other use 
whatsoever of the Confidential Information, except as may be necessary to perform the 
services for Energy Trust. 

5. Retention of Records.  If I am an employee of Energy Trust, I will maintain the Confidential 
Information in a manner consistent with Energy Trust's document retention requirements.  If I 
am an Energy Trust contractor or employee of an Energy Trust contractor, I will ensure that I 
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retain any Confidential Information obtained from or furnished by Energy Trust in such a 
manner that I can locate all Confidential Information provided to me and respond to Energy 
Trust's request to return or destroy all such information as required by the paragraph below. 

 
6. Return or Destroy the Confidential Information. If I am an employee of Energy Trust, 

upon termination of my employment, I must locate and return to Energy Trust any and all 
documents, materials, or other information in any form that contain, reflect, or constitute any 
Confidential Information in accordance with Energy Trust's employment policies.  If I am an 
Energy Trust contractor or employee of an Energy Trust contractor, I will return or destroy all 
Confidential Information obtained from or provided by Energy Trust promptly upon the 
termination of my work for Energy Trust, typically within 24-48 hours. 

7. Obligation of Confidentiality Survives Termination or Expiration.  My obligations of 
confidentiality shall survive termination or expiration of my employment or consultant 
relationship, or my employer's engagement as an independent contractor in connection with 
Energy Trust. 

8. Energy Trust Owns the Confidential Information.  I am not being granted a license or any 
other right to use any Confidential Information that may be disclosed to me except for the 
purpose of assisting Energy Trust.  All Confidential Information disclosed or otherwise 
acquired by me and all work product, materials, and information arising out of, related to, or 
derived from Confidential Information including, but not limited to, studies, analyses, reports, 
documents, inventions, formulations, methodologies, processes, procedures, designs, and 
know-how, shall remain the property of Energy Trust. 

9. Remedies.  Disclosure of Confidential Information in violation of this Confidentiality and 
Nondisclosure Agreement will cause irreparable harm to Energy Trust.  If I fail to abide by 
the Individual Confidentiality and Nondisclosure Agreement, Energy Trust will be entitled to 
specific performance, including immediate issuance of a temporary restraining order or a 
preliminary injunction enforcing this agreement, and to a judgment against me for damages 
caused by my breach, and to any other remedies provided by applicable law. 
 

10. Notice of Breach.  I shall notify Energy Trust within 24 hours of any suspected security 
breach of the Confidential Information, and will consult with Energy Trust regarding next 
steps.  
 

I, the undersigned, have read this Individual Confidentiality and Nondisclosure Agreement and 
understand, acknowledge and agree to the terms and conditions herein effective as of the date set 
forth below. 

Print Name:       

Signature:  

Name of Employer:       

Date:       

Phone Number:       

Email:       
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