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UTILITY CUSTOMER INFORMATION CONFIDENTIALITY AGREEMENT 
(Contractor Version) 

 
(A separate agreement to be signed by any contractor who may be granted access to confidential utility 
customer information provided to Energy Trust by its funding utilities.) 
 
Energy Trust’s funding utilities (collectively, the “Utilities”) provide Energy Trust with certain 
Confidential Information consisting of identification and usage information about their respective 
customers (“Confidential Utility Customer Information”) for the sole purpose of implementing, 
administering, and evaluating Energy Trust’s energy programs.  In the course of providing services 
to Energy Trust (“the Services”),         (“Contractor“) 
may be provided with Confidential Utility Customer Information.   
 
Contractor understands that the Confidential Utility Customer Information is made available by 
Energy Trust to Contractor on a “need to know” basis and only after Contractor is advised of the 
confidential nature of the information and its agreement to all obligations of confidentiality herein.  In 
addition to any and all other obligations of confidentiality as set forth in this Agreement, Contractor 
specifically agrees as follows: 

 

1. Nondisclosure.  Contractor agrees that (a) it will not disclose, during the Term or thereafter, 
Confidential Utility Customer Information, directly or indirectly, under any circumstances or 
by any means, to any third person, other than Energy Trust its contractors, their 
subcontractors, or its employees who have authorized access to the Confidential Utility 
Customer Information confirmed in writing by Energy Trust and (b) it will comply with all 
Energy Trust policies and procedures for the protection of the Confidential Utility Customer 
Information.  

2. Nonuse.  Contractor agrees to not copy, transmit, reproduce, summarize, quote or make any 
commercial or other use whatsoever of Confidential Utility Customer Information, except as 
may be necessary to perform the Services for Energy Trust; provided, however, Contractor 
agrees not to use the Confidential Utility Customer Information for telemarketing to 
customers under any circumstance.  

3. Protection. Contractor agrees to exercise the highest degree of care in safeguarding the 
Confidential Utility Customer Information against loss, theft, or other inadvertent disclosure 
and to take all reasonable precautions to protect the confidentiality of Confidential Customer 
Information.  

4. Return of Confidential Utility Customer Information.  Contractor agrees that, upon 
request by Energy Trust, it will return to Energy Trust any documents, materials, or other 
information in any form that contain, reflect, or constitute any Confidential Customer 
Information, within forty-eight (48) hours after receipt of such request.  Upon termination of 
the Agreement, Contractor will deliver to Energy Trust all documents, materials or other 
information in whatever form, which may contain, reflect, or constitute any Confidential Utility 
Customer Information in its possession or under its control, within twenty-four hours after 
receipt of a termination notice.  

5. Expiration. Contractor understands that its obligations of confidentiality shall survive 
termination or expiration of its engagement as an independent contractor in connection with 
the Programs.  

6. No Grant of License.  Contractor understands that it is not being granted a license or any 
other right to use any Confidential Utility Customer Information except for the purpose of 
performing the Services.  Contractor also understands that all Confidential Utility Customer 
Information disclosed or otherwise acquired by it and all work product, materials, and 
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information arising out of, related to, or derived from Confidential Utility Customer Information 
including, but not limited to, studies, analyses, reports, documents, inventions, formulations, 
methodologies, processes, procedures, designs, and know-how, shall remain the property of 
Energy Trust.  

7. Retention of Records.  Contractor agrees to keep a record of the documentary Confidential 
Utility Customer Information furnished by Energy Trust and the location of such Confidential 
Utility Customer Information.   

8. Disclosure to Employees and Others.  Contractor agrees to disclose Confidential Utility 
Customer Information within its organization only after having notified such persons of the 
confidential nature of the information and after having placed them under covenants of 
nondisclosure and nonuse similar to those contained in this Agreement. Contractor shall 
maintain documentation of such covenants of nondisclosure.  

9. Remedies.  Disclosure of Confidential Utility Customer Information in violation of this 
Agreement will cause irreparable harm to Energy Trust and the Utilities. In case of such 
disclosure, Energy Trust and the Utilities will be entitled to specific performance, including 
immediate issuance of a temporary restraining order or a preliminary injunction enforcing this 
Agreement, and to a judgment against Contractor for damages, and to any other remedies 
provided by applicable law. If Energy Trust or the Utilities brings an action to enforce the 
terms of this Agreement and prevails, the prevailing party will be entitled to recover 
reasonable attorney fees, costs, and expenses from Contractor in the trial court and on 
appeal.  

10. Indemnification. Contractor will indemnify and hold harmless Energy Trust and the Utilities, 
their directors, officers, employees, agents, representatives, and affiliates, from any third 
party claims against those indemnified parties that result from the negligent or wrongful acts 
or omissions of Contractor or its Employees including, but not limited to, the misuse or 
unauthorized disclosure of Confidential Utility Customer Information or any other breach of 
this Agreement.  

11. Notice of Security Breach. If Contractor believes that a security breach involving Energy 
Trust’s data may have occurred, Contractor shall provide immediate notice to Energy Trust, 
in no case later than within 24 hours, and consult with Energy Trust regarding appropriate 
next steps. 

 
Contractor has read this Contractor Confidentiality and Nondisclosure Agreement and 
understands, acknowledges and agrees to the terms and conditions herein effective as of the date 
set forth below. 

ON BEHALF OF CONTRACTOR: 

AUTHORIZED REPRESENTATIVE 
SIGNATURE:  

PRINT NAME AND 
TITLE:       

DATE       PHONE:       EMAIL:       
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